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Indian Cyber Security Solutions

in association with

Indian Institute of Cyber Security

Buildi
en Cyb arrior

Step into the world of web application security with the Web
Penetration Testing Course, offered by Indian Cyber Security
Solutions in collaboration with the Indian Institute of Cyber Security.
Learn to uncover and exploit vulnerabilities such as SQL Injection,
Cross-Site Scripting (XSS), and Broken Authentication using industry-
leading tools and frameworks.

Through hands-on labs and expert-led training, you'll simulate real-
world cyberattacks, understand the OWASP Top 10, and gain the skills
needed to assess and secure modern web applications.

Earn a globally recognized certification and build a strong
foundation for a career in ethical hacking and cybersecurity. Begin

your Web Penetration Testing journey today!




INDIAN CYBER SECURITY SOLUTIONS

Aunitof GREEN FELLOW IT SECURITY SOLUTIONS PVT LTD

About the
a) Program

vy
() TO-1O

web vulnerability assessment OWASP Top 10

</XSS>

74

SQL injection

injecti cross-site scripting (XSS)

\4 Y

secure coding practices

authentication bypass

In this specialized training, you'll gain hands-on experience with the most in-demand tools
and techniques in web application security. This professional program focuses on essential
areas such as web vulnerability assessment, OWASP Top 10, SQL injection, cross-site scripting
(XSS), authentication bypass, and secure coding practices.

Designed for aspiring ethical hackers, web developers, and cybersecurity professionals, the
course blends theory with practical exposure through real-world simulations and expert-led
sessions. From analyzing application flaws to exploiting vulnerabilities and recommending
fixes, you'll build the skills needed to secure today’s web environments.

Whether you're starting your journey in cybersecurity or upskilling to specialize in web security,

this program is your gateway to becoming a certified web penetration testing expert.
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Certification

After the completion of the course, candidates will get a joint certificate
from Indian Cyber Security Solutions and Indian Institute of Cyber Security
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INDIAN INSTITUTE OF CYBER SECURITY

In association with Indian Cyber Security Solutions

AN SO 27001 & 9001:2015 Certified Company
Certificate Number: 1ICS36903952025
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Class Room Training Online Self Paced LIVE Training
Course Fee: INR 14,000 /- Course Fee:INR 12,000 /-
(One-time payment) (One-time payment)

Course Duration: 3 Months Training Course Duration: 3 Months Training
2 Classes Per Week X 2 Hours Each Day 2 Classes Per Week X 2 Hours Each Day
Batch Timing Batch Timing
Week End Classes | Week Days Classes Week End Classes | Week Days Classes
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University Training Partner’s
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Lovely Professional
University
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Anna University
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UNIVERSITY OF ENGINEERING & MANAGEMENT

Good Education, Good Jobs
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CIWAPT - Web Penetration Testing
Course Module

Introduction to — What is
Web Penetration LEDEEE Vulnerability
Testing
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— e — SQL-Injection
Forgery (CSRF) Scripting (XSS) Ql=lnj

MODULE - 07 MODULE - 08 MODULE - 09

Different Types of . Secf:yrity ) sessions Hijacking
Injection Misconfiguration

Vulnerability Scanner _  pyrp Suite Manual — Webshell or
Automation Testing Testing Webserver Hacking

URLredirectand e Insecure Using Components

Deserialization with known
forward vulnerabilities

Broken Access Broken Insufficient logging
control Authentication and monitoring
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Key Highlights

Lifetime
Access to
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Why Choose

C|WAPT Training at ICSS

Experienced and Renowned Instructors

ICSS is home to a group of knowledgeable and well-respected

W lecturers that bring their real-world expertise and insider

understanding of the business to the classroom.

Practical and hands-on Training

Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize W
accommodating your busy lifestyle.

The program is affordable and flexible

Our program understands the value of flexibility and convenience,

w offering both online and in-person options. We prioritize

accommodating your busy lifestyle.

Global Recognition & Networking Opportunities

Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize w
accommodating your busy lifestyle.
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Eligibility Critaria

Technical

Individuals with a technical
background can boost their career by
mastering web application security
through the Web Penetration Testing
course.

Graduates in science (B.Tech in
CSE/IT/EC or BCA) can enroll.

Commence with Certified Python
Programmer course.

Option to pursue Ethical Hacking course
or C|EH certification.

Non-Technical

Students from non-technical
backgrounds can also pursue the
Web Penetration Testing course and
gain essential skills in web security.

Arts, commerce, or non-science
graduates eligible.

Begin with Certified Network
Professional course.

Conclude with Certified Network
Penetration Tester course.
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‘ Job Opportunities
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Trainers Profile

e AtIndian Cyber Security Solutions (ICSS), our Web Penetration Testing
trainers bring a blend of deep technical knowledge and real-world
industry experience to deliver impactful, hands-on cybersecurity training.

e Trainers hold practical expertise in areas such as web application
architecture, OWASP Top 10 vulnerabilities, secure coding, and advanced
exploitation techniques using tools like Burp Suite, Nikto, and OWASP ZAP.

e The team includes certified ethical hackers, security analysts, penetration
testers, and application security consultants with firsthand exposure to
real-world web vulnerabilities and enterprise security testing projects.

e Our trainers are active industry professionals who stay current with
evolving web threat landscapes and security trends, ensuring learners
gain up-to-date knowledge through live case studies, exploit labs, and
simulation-based training.

¢ With a strong emphasis on practical learning, ICSS trainers guide students
to identify, exploit, and remediate web-based security flaws with
confidence.

e Personalized mentoring, continuous skill assessment, and scenario-based
lab sessions are central to our approach, enabling students to grasp core
concepts and apply them effectively in real-world environments.

e |CSS Web Penetration Testing trainers also assist students in career
development by helping them build technical portfolios, prepare for
interviews, and qualify for roles such as Web Security Analyst, Penetration

Tester, and Application Security Engineer.
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Student Achievements
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HSD Responsible Disclosure: Rabsun Sarkar Reported
a Vulnerability in the Security Talent Website

20 Jun 2018 | Author: HSD Foundalion ';

H3D has o Aesgonsible Disclogure Policy for ita IT ystems.
FRocently, Raboun Sarkar (Certified Ethical Haoker from India)
inthe Seourity Talent wobaite, showing
such 1 palicy. It concena Hoat Hoader

=0 the web applcation 1o behave in

Cur website developer Maaike Media guickly took sction and
solved 1o 2208 We are very qratell for tholr exportize and

TP-Link TL-WR840N - Denial of Service

EDB-1D: CVE: Author: Type: Platform Date:
EDB Verified: Exploit: # / {}
Vulnerable App:
¥ Explatt Title:- TP-Link ireleis § Rcuter WEBAON - Buffor Overflos
# Date:. TOLE7-26
¥ Veodor Homepage: - BEtpi: . -1k con

Monstra-Dev 3.0.4 - Cross-Site Request Forgery (Account Hijacking)

EDB-1D: CVE: Auther: Type: Platform Date:

EDB Verified:

Explolt: &/ {}
Vulnerable App:

Skte Reguest ForgeryiAccount Hijackiog}h

Rabsun Sarkar one of our students has found
zero-day vulnerabilities in Google and in the
Security Talent Website and also reported the
same:

https://securitydelta.nl/news/overview/hsd-responsible-
disclosure-rabsun-sarkar-reported-a-vulnerability-in-
the-se- curity-talent-website

Aniket Dinda is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

https://www.exploit-db.com/exploits /45064

Nainsi Gupta is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

https://www.exploit-db.com/exploits /45164
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Our Achievements
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Media Coverages
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Our Recent
Placements
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Other Collaborators

Parul University: Indian Cyber Security Solutions (ICSS) is
delighted to join forces with Parul University in April 2022,
marking the start of a five-year strategic collaboration
focused on pushing the boundaries of cybersecurity
education and research. ICSS will be investing its expertise
and resources into this venture, equipping students with
unrivaled skills for success in their field - ultimately igniting
positive change across the industry through our steadfast
commitment. We are brimming with anticipation over what
incredible results will come from this partnership!

MAKAUT (ISKFGI College): With the ever-growing demand for

skilled cybersecurity professionals. ICSS has teamed up with K . ————
SKFGI College in a long-term partnership to establish an M e
industry-leading program. For 10 years we will use our e
wealth of expertise and resources to ensure that students
receive cutting-edge knowledge and skills from this
collaboration- creating future leaders who can tackle any
cybersecurity challenge. Our ambition is clear-develop
tomorrow's talent today by empowering young minds into
becoming successful digital citizens!
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Lovely Professional University: Indian Cyber Security
Solutions has collaborated with LPU to organize cyber
.ROFESSlONAL security workshops, I—.|ock.c1thons and Boo'Fcamps. The
students at LPU put their skills to the test, making for a truly
.N IVERSITY inspiring event. LPU and ICSS have decided to organize more
such events as these events help them to sharpen the skills.
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Seminar & Workshop
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Lovely Professional University Guru Nanak Institute of Technology- Jis Group




ontact Us

Our Toll Free number

983513518312
8972107846

Registered Office
Kolkata, India

DN-36, Primarc Tower, Unit
no-1103, College More, Salt
Lake, Sec-5, Kolkata-700091

Corporate Office
Bangalore, India

Nomads Horizon, Building No.

2287, 14th A Main Road, HAL
2nd Stage, Indiranagar,
Bangalore - 560008, Land
Mark: Beside New Horizon
School

Corporate Office
Hyderabad, India

Awfis Oyster Complex, 3rd
Floor, Oyster Complex,
Greenlands Road Somajiguda,
Begumpet, Hyderabad,
Telangana 500016

www.indiancybersecuritysolutions.com

@ info@indiancybersecuritysolutions.com




